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Introduction

and networked systems

» Why does software need to be secure and reliable?

XD
oI

Mission Critical Systems Safety Critical Systems Security Critical Systems

« Software vulnerabilities are one of the main threats to the correct operation of these systems

« Buffer Overflows are classified as one the most dangerous vulnerabilities
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High Scalability 1és g} High Precision 1
Low Precision 1@ ° Low Scalability ngs

Static Analysis Dynamic Analysis

» Despite advancements in compilers and operating systems security, vulnerabilities in C
binaries persist

 Leading to the need to apply these methods directly in released software (binaries)
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Example.
- The C programming language is the most vulnerable to xamp-_e. c
these vulnerabilities due to the lack of safeguards when void copy(char *str) {
writing to arrays. char buffer_2[16];

strcpy(buffer 2, str);
}

void main() {
char buffer_ 1[256];

for (int i = @; i < 255; i++) {
buffer_ 1[i] = 'x';

¥
copy(buffer_1);
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Example.c Copy.asm
void copy(char *str) { copy:
char buffer_ 2[16]; push rbp RIP }SBY“S
strcpy(buffer_2, str); mov rbp, rsp RED }8 Bytes
} sub rsp, 32
mov QWORD PTR [rbp-24], rdi
void main() { mov rdx, QWORD PTR [rbp-24] buffer_2 |r16 Bytes
char buffer_1[256]; lea rax, [rbp-16]
mov rsi, rdx RDI
for (int i = 0; i < 255; i++) { mov rdi, rax
} buffer_1[i] = 'x'; Eg;l strcpy < Rp.32
copy(buffer_1); leave
} " Before

strcpy call

RIP
Overflow!

RBP

buffer_1
contents

RDI

After
strcpy call
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networked systems

 This work aims to answer the question:

Can we devise atool to accurately detect buffer overflows at scale?

« We propose the use of the Model Checking for buffer overflow discovery in binary C code

Model Checking
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, Model Check

Push  Coin

Model (K)
System Description Kl;écp
oa -+ Generate Counter-Example
] Q p Algorithm
Temporal Logic Formula Specification (¢)
l K=
The model satisfies the
specification
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i i
Disassembler |«

Binary Data Extractor

Security Property
Assembly ; Converter
Code b

Linear Temporal
Logic (LTL)
Formulas

User Function Control Flow '
Extractor Graph Generator Automata

¢ — Binary Data Extractor
= B (= Security Property Converter
| S F
Model Checker
e et

- Vulnerability Identifier

LTL to Omega

Model Checker ——3

Vulnerability | All Security Properties
dentifier | Hold

— o Properties
Vulnerability H )
Database P

Vulnerability
Detector

Violation of Security
Properties

Vulnerabilities | Properties Counter-
Found ‘| Violated Example
i Traces
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Design Insights

Extracting Data from the Binary

0x40116f (8x46116f) main

0x0040116f: endbréd
0x00401173:  push rbp
0x00401174: mov rbp, rsp
0x00401177: sub rsp, 0x110

0x0040117e:  mov dword ptr [rbp - 4], @
0x00401185:  jmp 0x401198

w
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Binary Code

A
( 0x401198 (0x40116F) main+dx29 w

0x00401198: cmp dword ptr [rbp - 4], Oxfe
0x0040119f: jle ©x401187

/

( 0x401187 (0x40116F) main+0x18 \

Disassembler <€

Assembly
Code

0x00401187: mov eax, dword ptr [rbp - 4]
0x0040118a: cdge

0x0840118¢c: mov byte ptr [rbp + rax - 0x1108], 8x78
©0x00401194: add dword ptr [rbp - 41, 1
0x00401198: cmp dword ptr [rbp - 4], 6xfe
0x0840119f: jle @x401187

v

v

User Function

Control Flow

N

0x4011al (0x40116f) main+dx32 W

Extractor Graph Generator (
0x004011al: lea rax, (rbp - 0x110]
0x004011a8: mov rdi, rax
0x004011ab:  call 0x401149
User Control /
- Flow ' ™
Functions 0x401149 (0x401149) COpY
Graph ©x00401149:  endbréd
©0x0040114d: push rbp
k. 5 0x0040114e:  mov rbp, rsp
KR R ©x00401151:  sub rsp, €x20
DR ISP - 0x00401155:  mov qword ptr [rbp - Ox18], rdi
Bx00401159: mov rdx, gword ptr [rbp - ©x18]
0x0040115d:  lea rax, [rbp - @x18]
8x00401161: mov rsi, rdx
0x00401164: mov rdi, rax

0x00401167: call  Ox481650
- J

Control Flow Graph

) LisBoA Sines  FCT mitfi

ENASE

19" International Conference on Evaluation of Novel Approaches to Software Engineering




Design Insights

Extracting Data from the Binary

resilient distributed
and networked systems

Binary Data Extractor Binary Code

Disassembler |«

: Function copy [4198729]
Assembly ' Syscall: False
Code § SP difference: @
§ Has return: True
y 1 é Returning: True
User Function Control Flow ' Allgnment: FELSG

Extractor Graph Generator| Arguments: reg: [], stack: []
: Blocks: [0x401149, 0x40116c]

Calling convention: None

Control
User
Functions Flow 1
Graph User Function Data

) LisBoA Sines  FCT mitfi




Design Insights

resilient distributed
and networked systems

Building the Stack Memory State Space

Byte 1
Byte 2
:" \‘: BYte 3 . . Write
+  Model Checker : Rk Wit
Transition Stack Memory State Exhaustive Space Byte 4
Operators Space Constructor State Searcher ;
p | E . start Occupied Modified
Byte N
Byte States
Stack Model
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Building the Stack Memory State Space

Model Checker l
Transition Stack Memory State Exhaustive Space
Operators Space Constructor State Searcher

| e _— mal

Function 1 Function 2 Function 3
Byte 1 Byte 1 Byte 1
Write

Byte 2 Byte 2 Byte 2 Risky Write

Byte 3 Byte 3 Byte 3

Byte 4 Byte 4 Byte 4 start Occupied Modified
Byte N Byte N Byte N

Byte States

Memory State
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Building the Stack Memory State Space

Model Checker l

Transition Stack Memory State Exhaustive Space
Operators Space Constructor State Searcher

— - Critical Critical Critical Critical
Type of Transition Operation
) Critical Critical Critical Critical
Direct MOV > >
Direct PUSH Occupied PUSH RSI Occupied Occupied CALL Occupied
i strc
Dlr?Ct POP Free Free Free Py Occupied
Indirect CALL (e.g., strcpy)
Occupied Free Occupied
Memory Transition Operators ) . ) .
Direct Transition Indirect Transition
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Constructing the State Space

Model Checker l et e LR EE .
| Stack Memory State| | Exhaustive Space o oy 51—“'“ copy
Space Constructor State Searcher | Bytel | Critical |
L 1\ _________________________ L 4 [ Byte N ."'"ﬁiaifri""""?cbiii""i
e ene ' : Byte 1 Critical .
0 push ] >§ Byte N Critical E
Copy.asm [ main  copy | A 5
i Byte 1 Critical E< ] sub 32 e
@ push rbp : — A |
mov rbp, rsp ; er iifl thpo (i mam copy
@ sub rsp, 32 L[ Byte 1 || Modified
© mov QWORD PTR [rbp-24], rdi ; Free | ™% 11| BteN || Modified o |
mov rdx, QWORD PTR [rbp-24] {move Occupied
lea rax, [rbp-16] T 3 Oocupied | 1
mov r'S}, rdx f Bet |[ oot ; ! Free
mov rdl" G2 é Byte N Critical i: 0O 1 top-24
O call strcpy ; e (AL — |
nop
leave | Occupied ; ; Free :
ret : Free
E F;e;e 1bp-32 E—T call strepy e
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Specifying Security Properties

Security Property Security Property
Converter !
Linear Temporal u (/\Byr e (Stack (x),0) = Crit ical) Stack
Logic (LTL) X
Formulas critical
Y ] e g e
LTL to Omega : Translated to Critical
Automata i .
Translator E Omega Automata Occupied
1 \ 4
v Free
Omega start N Byte (Stack (x),0) = Critical Occupied
Automata ;
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Verifying Security Properties

Model Checker l ;’ Tmain T c‘(‘)i)‘y"“ 'i call copy
f Transition Stack Memory State| | Exhaustive Space : — .
Operators Space Constructor State Searcher ; 1| Bytel | Critical | ;
| Tﬁ _____ , [ ByeN i main copy |
emmmmemeenes ] """"""" ' i | Bytel Critical .
push > Byte N Critical E
" main | copy LT
| Bytel Critical 51 ] sub 32
[N et | e T ;
; Free v ;
' 1| Bytel || Modified ;
: = 32 |} [ ByweN || Modified . ————> start N, Byte(Stack (x),0) = Critical
] ] bp-0 '
e i Occupied P ;
l mov : . ;
------------------------------- . - tbp-16 1
i main copy b Occupied !
'| Bytel Critical ; : Free :
| " . bp-24 !
| Byte N Critical b - : |
: tp-0 | Occupied ; x .
| Free 5 s 5 No accepting run found
tbp-24 thp-32
: Occupied b Free ;
Free D
i F bp-32 :4 call strcpy
i ree :
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Identifying Vulnerabilities

Report:
i -';,;;;;.;;;;,;.'.;;'v.: :f";;;.';;;;;;.;,;;‘;;,;;;;;;;: Counter Example Trace
dentifier Hold {call copy, push, sub 32, mov,|call strcpy}
unera m Propertles
.................................. - Report Sink
Vulnerability |+
Detector Violation of Security
................... Properties
Counter- .
eI} Violated Property
O (/\Byte(Stack (x),0) = Critical) » CWE-787
X

Corresponds
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Implemented a seminal prototype of
the Model Checker and tested for 10 Program

Known

small C programs from NIST SARD
Security Property:
—.(()(\/Byte (Stack (x),0) = Modified

A PreviousTransition = call strcpy))
l Test case 149137

Vulnerabilities Output

Test case 1434 CWE-120, CWE-336 CWE-120
Test case 1430 CWE-120, CWE-336 CWE-120
Test case 1376 CWE-120, CWE-336 CWE-120
Test case 1330 CWE-120 CWE-120
Test case 103 CWE-120 CWE-120
Test case 149145 CWE-120 CWE-120
CWE-120 CWE-120

Test case 149143 CWE-120 CWE-120
Test case 149139 CWE-120 CWE-120
Test case 149141 CWE-120 CWE-120

CWE-120
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« Introduced a model checking approach for the stack of binary programs

« Developed a framework for modelling the stack memory and formulating security properties

- Improve the accuracy of the memory state space

« Add new security properties to model more complex behaviors
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